
Allerdale Borough Council 
 

Executive – 2 September 2020 
 

Regulation of Investigation Powers Act 2000 (RIPA) 
Review of RIPA Policy and Guidance 

 

  
The Reason for the Decision The Regulation of Investigatory Powers 

Act 2000 (the Act) provides the 
framework under which authorised 
regulators are able to carry out 
surveillance activities and to access 
communications data which would 
otherwise not be legal because of the 
impact on human rights. 
 
This Policy and Guidance should be 
regularly reviewed to ensure that the 
Council complies with the legal 
obligations under RIPA and national 
guidance and that the RIPA policy and 
guidance remains up to date and reflect 
legislative change, revised Codes of 
Practice and the recommendations from 
the IPCO.  

  
Summary of options considered  The Policy and Guidance must comply 

with the relevant legislation and 
guidance. 

  
Recommendations That the RIPA Policy and Guidance at 

Appendix 1 be approved 
  
Financial /  Resource Implications Training will be required for all 

Authorising Officers, the training budget 
will be used for this training. 

  
Legal / Governance Implications Compliance with the Act and its 

provisions ensures that regulatory staff 
have the necessary competencies to 
operate, and that the activity is legal, 
necessary and proportionate. 
Compliance with the Act ensures that the 
Council will not infringe the Human 
Rights Act. 

  
Community Safety Implications Compliance with the Act and its 

provisions ensures that regulatory staff 
have the necessary competencies to 



operate, and that the activity is legal, 
necessary and proportionate. 

  
Health and Safety and Risk 
Management Implications 

Compliance with the Act and its 
provisions ensures that regulatory staff 
have the necessary competencies to 
operate, that the activity is legal, 
necessary and proportionate and that the 
necessary risk assessments are carried 
out. 

  
Equality Duty considered / Impact 
Assessment completed 

The Equality Duty has been considered. 

  
Wards Affected All Wards 
  
The contribution this decision would 
make to the Council’s priorities 

This is a statutory requirement which 
aims to promote transparency in local 
democracy.  

  
Is this a Key Decision No 
  
Portfolio Holder Councillor Marion Fitzgerald, Policy, 

Governance and People Resources 
  
Lead Officer  Sharon Sewell 

Head of Governance and Regulatory 
Services (Monitoring Officer) 
sharon.sewell@allerdale.gov.uk  
 

  

Report Implications 
 
Community Safety Y Financial Y 

Legal Y Partnership N 

Social Inclusion N Asset Management N 

Equality Duty N Health and Safety Y 

Employment (internal) N Employment  

(external to the Council) 

N 

 
 
1.0 Introduction 
 
1.1  The Regulation of Investigatory Powers Act 2000 (“RIPA”) enables local 

authorities to carry out certain types of surveillance activity, as long as 
specified procedures are followed.  The information obtained as a result of 

mailto:sharon.sewell@allerdale.gov.uk


surveillance operations can be relied upon in court proceedings providing 
RIPA is complied with.   

  
1.2  The RIPA Policy has been amended to take account of revised Home Office 

Codes of Practice dealing with RIPA and IPCO recommendations. 
 
2.0 Main Changes to the RIPA Policy and Guidance  
 
2.1  The Council has a comprehensive and well-structured RIPA policy covering 

both the use of directed surveillance and CHIS which was last updated in 
February 2019. The policy is reviewed annually and would benefit from a 
number of minor improvements to ensure compliance with revised Home 
Office Code Practice dealing with RIPA and the Investigatory Powers 
Commissioners Office Inspection Reports. 

 
2.2 At section 1.12 a further section has been added dealing with the 

consequences of not obtaining an authorisation and stating that this would be 
reportable to IPCO as an error as set out in Section 8 (8.6 to 8.18) of the 
Covert Surveillance and Property Interference Code of Practice (and the 
similar provisions set out in the CHIS Codes of Practice).  

  
2.3  At section 1.13 active and up-to-date hyperlinks to the codes of practice have 

been added.  
 
2.4 Section 3.2 clarifies when an authorisation is not available as set out in 

section 3.31-3.40 in the CSPI Revised Codes of Practice. This includes a 
section on General Observation Duties.  

  
2.5 Section 4.2.10 has been removed – all authorisations by a local authority must 

be in writing. Urgent oral provisions are no longer available.  
  
2.6    Section 4.3.5 - a suitable model CHIS Risk Assessment form has been hyper-

linked to this part of the policy.  
  
2.7 Section 4.15 makes clear that authorisations should not be allowed to simply 

lapse at the end of the authorised period – they should always be cancelled or 
renewed.  

  
2.8 At paragraph 4.16 it has been made clear that the cancellation must be made 

as soon as possible after it is clear that the activity is no longer necessary.   
  
2.9     At paragraph 4.1.5 on general observation duties, it makes clear that this 

would potentially include plainclothes patrolling (the examples given in the 
CSPI Revised Code of Practice are given).  

  
2.10 Section 4.14.1 still contains a reference to the duration of urgent oral 

authorisations. This section has been deleted.  
  
2.11  Section 4.15 now states that cancellations should be made by the AO as soon 

as the conduct is no longer required.   



  
2.12  Section 8 replaces references to the Chief Surveillance Commissioner with 

the Investigatory Powers Commissioner and also expand ‘the tribunal’ to 
make it clear this means the Investigatory Powers Tribunal. The error 
reporting process to IPCO has been set out here.  

 
 2.13 As well as these minor additions, one more significant change in the policy is 

reference to on-line covert surveillance, both directed surveillance and CHIS. 
This is an area of specific risk and where, confusion can exist about what 
constitutes surveillance when monitoring a website such as a Facebook page 
and what constitutes establishing or maintaining a covert relationship via 
email or when interacting with a social network site. There is now much useful 
guidance on this in both the CHIS and CSPI Codes as well as within the OSC 
(now IPCO) Procedures and Guidance document which has been transposed 
to the policy.  

  
2.14 The policy has also been amended to include policy in relation to on-line or 

digital investigations as per the guidance given in the CHIS and CSPI Codes 
of Practice and the OSC (now IPCO) Procedures and Guidance.     
 

3.0 Finance/Resource Implications 
 
3.1 All Authorising Officers will require training, the cost will come from existing 

training budgets. 29 officers attended training in November and basic RIPA 
awareness training will be arranged for all officers. 

 
3.2 There have been no RIPA authorisations this year.  
 
4.0 Legal Implications and Risks 
 
4.1  The recommendations are supported by the following reasons:-  
  

(a)  In order to ensure that the Council complies with the legal obligations 
under RIPA and national guidance.  

(b) To ensure that the RIPA policy and procedures remain up to date and 
reflect legislative change, revised Codes of Practice and the any 
recommendations from the IPCO.  

(c)  To help in giving transparency about the use of RIPA in this Council.  
 
5.0 Recommendations 
 
5.1 That the RIPA Policy and Guidance at Appendix 1 be approved 
 
 
 

Sharon Sewell 
Head of Governance and Regulatory Services  

(Monitoring Officer) 
  


